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Process

Before user authentication, the user has to register himself or herself to server system. Then, the
user inputs the ID and password on device. The device starts to create an original image consisted of
black letters implying ID and white background. The user may save the image in the device. The
device constructs first shared image adapting VC. The pattern to make up the first shared image is
determined by pseudorandom generator with SEED which has password and ID as salts. After
completing building the first shared image, the user sends ID of text type and the image instead of
password to the server via security channel and destroys the image. If the server saves the data
about user information, the initial registration process is finished. The server does not know the
password at all because it is impossible for server to retrieve the password of the user from just one
shared image.

Proposed password processing scheme is as follows:
V) The user inputs the ID and password.

Y) The device of user creates an original image composed of black characters and white background.
If the saved original image exists on user’s device, it does not have to create the original image
again.

¥) Although the device does not possess the first shared image, it can thoroughly construct second
shared image referred to the original image and first shared image because the device already
knows the SEED to make up the first shared image.

£) The user sends the second shared image only to the server.

®) The server overlaps the first shared image saved and the second shared image received.
1) The server should remove the background of the overlapped image to gain original image.
¥) ID is retrieved from the background-removed image by OCR .

A) The server confirms whether the extracted ID corresponds with saved ID, and determines success
or fail.

1) The result is sent to the user.
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